

SHIP SECURITY OFFICER				                                       PART A:  COURSE FRAMEWORK
Part A

Course Framework

· 	Scope 
	
This Ship Security Officer (SSO) course covers the mandatory competences and the required knowledge, understanding and proficiencies prescribed in Section A-VI/5, Table A-VI/5 of the STCW Code.
	
This requires a total of twenty-four (24) instructional hours to cover the topics enumerated in Part B - Course Outline.


· 	Training Outcomes 

	To meet the minimum standard of competence for all trainees assigned to shipboard duties as required in Section A-VI/5 of the STCW Code as amended, this course is designed to enable the trainees to successfully demonstrate the competences on Ship Security Officer.

	Specifically, at the end of the course the trainee must:
1. maintain and supervise the implementation of a ship security plan
1. assess security risk, threat and vulnerability;
1. undertake regular inspections of the ship to ensure that appropriate 		security measures are implemented and maintained;
1. ensure that security equipment and systems, if any, are properly 		operated, tested and calibrated; and
1. encourage security awareness and vigilance.


· 	Entry Standards 

	Entry to the course is open to all officers duly designated as Ship Security Officer (SSO) by the shipping company. 

They must be medically fit to enable them to participate in all aspects of the training particularly the practical exercises.





· 	Course Certificate 

	On successful completion of the requirements of the course, a Certificate of Training Completion shall be issued certifying a holder's acquisition of the mandatory minimum requirements and competence as specified in Regulation VI/5 of the STCW Convention, 1978, as amended.

		
· 		Course Intake Limitation

	The number of trainees shall not exceed twenty-four (24) per class. Practical training exercises should be conducted in sub-groups of four (4) trainees subject to adequate supervision.  


· 	Staff Requirements 

	The course shall have an Instructor, an Assessor and a Supervisor accredited by the Administration with the following qualifications:

	Instructor
· holder of a valid Certificate of Proficiency (COP) in Ship Security Officer (SSO);
· with at least six (6) months seagoing service as Ship Security Officer (SSO) onboard within the last five (5) years; and
· holder of a Certificate of Completion on Training Course for Instructors (IMO Model Course 6.09).

	Assessor:   The assigned assessor must possess the same qualifications of the Instructor and in addition, must be a holder of Certificate of Completion in Training Course for Assessment, Examination and Certification of Seafarers (IMO Model Course 3.12).

Supervisor: The assigned supervisor of this training course should be a holder of a valid Certificate of Accreditation as Supervisor issued by the Administration.


· 		Assessment

	In determining the achievement of required competence in Column 1 of Table A-VI/5, the assigned assessor shall be guided by the criteria for evaluating competence in Column 4, and the Intended Learning Outcomes stipulated in the Course Syllabus and the assessment tasks enumerated in the Assessment Plan. 

	
· 		Teaching Facilities and Equipment

For theoretical part of the course, lectures and demonstrations shall be held in a classroom with set of functional audio visual equipment. The classroom shall have an area of at least forty-two (42) square meters with no side less than five (5) meters. 
	
	For the conduct of practical exercises, the following training equipment shall be made available:
	Items
	Quantity

	Equipment
		

	· Handheld metal detector
	1 pc

	· Step board
	1 pc

	· Table
	1 pc

	· Cotton Gloves
	1 pc

	· Round stick (15 inches)
	1 pc

	· Handbag / Luggage for inspection, containing the following items: book, dummy incendiary device, suspicious looking electronic equipment, other personal items.
	
1 set

	· Two-way radio sets
	2 sets

	· EPIRB (Dummy)
	1 pc

	· Ship Security Alert System
	1 pc

	· Hand Cuff
	1 pc

	· SART (Dummy)
	1 pc

	· Padlock 
	1 pc

	· Security Seals
	1 pc

	· CCTV (with monitor and camera)
	1 set




Note: All equipment must be labeled with MTI’s name. 


· 		Teaching Aids (A)
A1 	Visual Presentation
A2 	Security Symbols and Signage Posters
A3 	GMDSS Alert Procedures and Diagrams
· VHF DSC
· HF DSC
· MF DSC
· INMARSAT
A4 	Videos related to the following:
· EPIRB  
· SSAS 
· SART  
· Security Seals
· Padlock 
· CCTV (with monitor and camera) 
A5 	Sample of the following:
· Ship Security Plan
· Security ID
A6 	Sample of Various Ship Security Forms:
· Security Assessment
· Security Equipment Inventory
· Security Equipment Maintenance Log
· Emergency Contact List
· Security Rounds Log
· Visitor’s logbook
A7 	Exercise Sheets










· 	IMO References (R)
R1 	International Convention on Standards of Training, Certification 	and Watchkeeping (STCW) of Seafarers, 1978, as amended
R2 	Safety of Life at Sea, Chapter XI-1
R3 	Safety of Life at Sea, XI-2
R4 International Ship and Port Facility Security (ISPS) Code, Parts A and B
R5 IMO/MSC 7/17/30, Prevention and Suppression of Acts of Terrorism Against   Shipping 
R6 	IMO/MSC 623/rev.3, Piracy and Armed Robbery against Ships 
R7 	Seafarers’ Hours of Work and the Manning of Ships Convention, 	ILO
R8 	Seafarers’ Identity Documents Convention (latest edition)


· 	Bibliography (B)
The MTI shall provide at least five (5) latest editions of the following for this course to facilitate learning. Below are examples of the references that MTI may choose from although other references aside from the examples may be used as long as they meet the intended learning outcomes of specified topics.

B1 Best Management Practices to Deter Piracy and Enhance Maritime Security in the Red Sea, Gulf of Aden, Indian Ocean and Arabian Sea (Published by Witherby Publishing Group Ltd. Edinburgh, Scotland U.K.)
B2 Best Management Practices to Deter Piracy off the 	Coast of Somalia and in the Arabian Sea Area (BMP3). Edinburgh: Witherby SeamanshipInternational.(latest edition).
B3 Dwyer, A., et al. Jane's Unconventional Weapons Response Handbook. Coulsdon: Jane's Information Group (latest edition).
B4 Fernandez, L., & Merzer, M. Jane's Crisis Communications Handbook. Alexandria: Jane's Information Group.(latest edition).
B5 Hawkes, K.G. Maritime Security. Centreville: Cornell 	Maritime Press (latest edition).
B6 International Chamber of Shipping. MaritimeSecurity: Guidance for Ship Operators on the IMO International Ship 	and Port Facility Security Code. Marisec Publications (latest edition).
B7 	Model Ship Security Plan by International Chamber of Shipping     
     (latest edition).

B8 International Chamber of Shipping. Pirates and Armed Robbers: A Master's Guide. (4th ed.). London: Marisec Publications (latest edition).
B9 Myers, J. Risk-based Decision Making Guidelines. 	Washington, D.C. (latest edition). 
B10 National Science and Technology Council. Intermodal Cargo Transportation: Industry Best Security 	Practices. Washington, D.C. (latest 	edition).
B11 Piracy – The East Africa/Somalia Situation, Practical Measures to Avoid, Deter or Delay Piracy Attacks Booklet
B12 Security at Sea Terrorism, Piracy on Drugs  by B.A.H Parritt. The Nautical Institute (1991)
B13 Sidell, F.R., et al. Jane's Chem-Bio Handbook. 	Alexandria:Jane's Information Group (latest edition).
B14 Viollis, P., et al. Jane's Workplace Security Handbook.Alexandria: Jane's Information Group (latest edition).
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