SECURITY AWARENESS TRAINING AND SEAFARERS WITH                                        PART C: COURSE SYLLABUS
DESIGNATED SECURITY DUTIES                                                                                     
Part C

Course Syllabus
The course syllabus has been written in learning outcomes format in which the outcome describes what the trainee must do to demonstrate that the specified knowledge or skill has been acquired and the proper attitude has been developed.  All the outcomes are understood to be prefixed by the words, “At the end of the session, the trainees should be able to …”
	Topics / Learning Outcomes
	Reference/ Bibliography
	Teaching Aid

	Course Introduction
.1 Explain the requirements in Regulation VI/6 
    and Section A-VI/6 
      .2 Explain the expected training outcomes
	R1
	A1, A2, A3 

	1. Maritime security terms and definitions 
.1 Explain the following terms:
· Cargo Theft
· Company Security Officer
· Contingency Plan 
· Contraband Smuggling 
· Contracting Governments 
· Declaration of Security
· Designated Authority
· ISPS Code 
· National legislation and regulations 
· Piracy and armed robbery terms
· Port Facility
· Port Facility Security Officer
· Recognized Security Organization
· Restricted areas 
· Seafarers with Designated Security Duties 
· Security incident 
· Security Levels
· Security reporting procedures 
· Ship Security Plan
· Ship to ship activity 
· Ship/ Port Interface 
· Stowaways and Refugees 
· Terrorism 
	R1, R2, R3, R6, B1, B2, B3, B4, B7, B8, B10, B11
	A1, A2, A3 

	2. International maritime security policy and responsibilities of Governments, companies and persons 
.1 Identify the international maritime security policies and guidelines 
.2 Explain the provisions in international maritime security policies and guidelines
.3 Explain the responsibilities of the Government, companies and designated persons based on international maritime security policies and guidelines
	R2, R5, R6, B7, B8, B9
	A1, A2, A3

	3. Maritime security levels and their impact on security measures and procedures
.1 Explain the three (3) security levels and the actions required for each level
.2 Explain recommended actions on board and in port facility environment in response to attacks and attempted attacks by pirates and armed robbers
	R3, R6, B7, B10 
	A1, A2, A3

	4. Security reporting procedures 
.1 Identify security personnel in a ship
.2 Explain reporting procedures and protocols for reporting attacks and attempted attacks by pirates and armed robberies in accordance to the security measures of ship
.3 Explain reporting requirements for ships prior to entering the port
	R3, R6, B1, B2, B3, B7, B8
	A1, A2, A3

	5. Procedures and requirements for drills and exercises  
.1 Identify conditions under the ISPS Code and other international maritime policy and guidelines where security drills are to be conducted 
.2 Explain the requirements for, and importance of, conducting drills and exercise, including those relating to prevention and suppression of piracy and armed robbery against ships 
	R3, R5, .R6, B1, B2, B3, B7
	A1, A2, A3, A4, A5, A6




	Topics/ Learning Outcomes
	Reference/ Bibliography
	Teaching Aid

	6. Procedures for conducting inspections and surveys 
.1  Explain the requirements in conducting inspections and surveys in accordance with the ship security plan 
.2 Explain the procedures in conducting inspections and surveys in accordance with the ship security plan 
	R5, R6, B1, B2, B3
	A1, A2, A3, A4

	7. Security-related contingency plan and the procedures for responding to security threats of breaches of security 
.1 Explain action to take in case of a breach of security 
.2 Explain contingency plans for:
· Damage to, or destruction of, the ship or of a port facility, e.g. by explosives devices arsons, sabotage or vandalism 
· Hijacking or seizure of the ship or of persons on board 
· Attacks by armed robbers 
· Tampering with cargo, essential ship equipment or systems or ship’s store
· Unauthorized access or use including presence of stowaways 
· Smuggling weapons or equipment, including weapons of mass destruction
· Use of the ship to carry persons intending to cause security incident or their equipment 
· Use of the ship itself as a weapon or as a means to cause damage or destruction
· Attacks from seaward while at berth or at anchor
· Attacks while at sea 
	R5, R6, B1, B2, B3
	A1, A2, A3, A4

	8. Security documentation and Declaration of Security
.1 Explain the types of security documentation, including the Declaration of Security 
.2 Identify the documents that shall be available on board at all times 
	R3, R5, R6, B1, B2, B3 B7, B12, B17
	A1, A2, A3, A4

	9. Techniques used to circumvent security measures
.1 Explain techniques used by pirates and armed robbers to circumvent security measures
.2 Explain the methods used by pirates and armed robbers to undertake attacks against ships  
	R1, R3, R5, R6, R7, B1, B2, B3, B4, B17
	A1, A2, A3

	10. Recognition of potential security threats
.1 Explain the general characteristics and behavioral patterns of persons who are likely to threaten security
.2 Explain the importance of being observant to recognize such persons 
	R1, R5, B1, B2, B3
	A1, A2, A3 

	11. Recognition of weapons, dangerous substances and devices
.1 Explain the methods of recognizing presence of weapons, dangerous substances and devices on board ship
.2 Explain the various types of weapons, dangerous substances and devices
.3 Explain the hazards of the presence of weapons, dangerous substances and devices on board ship
	R1, R3, R5, R6, B1, B2, B3
	A1, A2, A3 

	12. Crowd management and control techniques
.1 Explain the basic reaction of a crowd in crisis situation 
.2 Explain the importance of clear communications with crew and passengers during an emergency
	R1, R3, R5, R6, B1, B2, B3, B7
	A1, A2, A3 

	13. Handling security-related information and security-related communications
.1 Identify sensitive security-related information and communications  
.2 Explain the security-sensitive information and the importance of keeping it confidential  
	R1, R3, R5, R6, B1, B2, B3, B7
	A1, A2, A3 




	Topics/ Learning Outcomes
	Reference/ Bibliography
	Teaching Aid

	14. Methods for physical searches and non-intrusive inspections  
.1 Explain the methods for physical searches and non-intrusive inspections
.2 Explain techniques used to conduct physical and non-intrusive searches of persons, personal effects, baggage, cargo, and ship’s stores
.3 Carry out physical searches and non-intrusive inspections in accordance with prescribed procedures
	R1, R3, R5, R6, B1, B2, B3, B11
	A1, A2, A3, A4, A5, A6 

	15. Techniques for monitoring restricted areas
.1 Explain the security measures and procedures used in the three (3) security levels required to monitor restricted areas to ensure only authorized persons have access 
	R1, R2, R3, R5, R6, B1, B2, B3, B9, B10
	A1, A2, A3 

	16. Controlling access to the ship and restricted areas on board ship
.1 Identify the commonly designated restricted areas on board ship 
.2 Explain the methods and identification system to control access to the ship and its restricted areas
	R1, R2, R3, R5, R6,B1, B2, B3, B9,  B10
	A1, A2, A3 

	17. Methods for effective monitoring of deck areas and areas surrounding the ship
.1 Explain the methods for effective monitoring of deck areas and areas surrounding the ship 
	R2, R3, R5, R6, B1, B2, B3, B9, B10, B11
	A1, A2, A3 

	18. Inspection methods relating to the cargo and ship’s stores
.1 Explain the methods of inspection relating to the cargo and ship’s stores
	R2, R3, R5, R6, B1, B2, B3, B9, B10, B11
	A1, A2, A3 

	19. Methods for controlling the embarkation and disembarkation
.1 Explain the methods for controlling the embarkation and disembarkation
	R2, R3, R5, R6, B1, B2, B3, B9, B10, B11
	A1, A2, A3 

	Topics/ Learning Outcomes
	Reference/ Bibliography
	Teaching Aid

	20.  Types of security equipment and systems
.1 Explain the various types of security equipment and systems including those that could be used in case of attacks by pirates and armed robber, including their limitations 
.2 Explain the security equipment and systems that may be used to prevent and suppress attacks by pirates and armed robbers 
	R5, R6, R7, B1, B2, B7, B8
	A1, A2, A3 

	21. Testing, calibrating and maintaining security systems and equipment
.1 Identify the requirements for testing, calibrating and maintaining security systems and equipment, particularly while at sea, as used in the suppression of attacks of pirates and armed robbers
	R5, R6, R7, B1, B2, B7, B8
	A1, A2, A3, A6
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