SHIP SECURITY OFFICER



 PART E: COURSE ASSESSMENT

Table of Specification (TOS)
	Topics
	Time Allotment
	% of Teaching Time
	Thinking Skills 
	No. of Test Items

	
	
	
	Remember
	Understand
	Apply
	Analyze
	Evaluate
	Create
	

	Course Introduction
	0.5
	2.08
	
	
	
	
	
	
	-

	1. Maritime security terms and definitions 
	0.5
	2.08
	
	1
	
	
	
	
	1

	2. International maritime security policy and responsibilities of Governments, companies and designated persons 
	0.5
	2.08
	
	1
	
	
	
	
	1

	3. Ship Security Plan
	0.5
	2.08
	
	1
	
	
	
	
	1

	4. Procedure in implementing a ship security plan and reporting of security
	0.5
	2.08
	
	1
	
	
	
	
	1

	5. Methods and procedures to modify the ship security plan
	0.5
	2.08
	
	
	
	
	
	
	-

	6. Maritime security levels
	0.5
	2.08
	
	1
	
	
	
	
	1

	7. Requirements and procedures for conducting internal audits, on-scene inspections, control and monitoring of security activities
	1.5
	6.25
	
	
	1


	
	
	
	1

	8. Requirements and procedures for reporting to company security officer
	1.5
	6.25
	
	
	1
	
	
	
	1

	9. Security-related contingency plans and the procedures for responding to security threats or breaches of security
	2.0
	8.33
	
	
	1
	
	
	
	1


	10. Risk assessment and assessment tools
	1.0
	4.17
	
	
	
	
	
	
	1

	11. Security assessment documentation
	0.25
	1.04
	
	1
	
	
	
	
	1

	12. Techniques used to circumvent security measures
	0.5
	2.08
	
	
	
	
	
	
	-

	13. Recognition of persons posing potential security risks
	0.25
	1.04
	
	1
	
	
	
	
	1

	14. Implementing and coordinating searches
	0.5
	2.08
	
	
	
	
	
	
	-

	15. Methods for physical searches and non-intrusive inspections
	1.0
	4.17
	
	
	1
	
	
	
	1

	16. Recognition of weapons, dangerous substances and devices and awareness of the damage they can cause
	0.5
	2.08
	
	1
	
	
	
	
	1

	17. Crowd management and control techniques
	1.5
	6.25
	
	
	1
	
	
	
	1

	18. Sensitive security-related information and security-related communications
	0.5
	2.08
	
	1
	
	
	
	
	1

	19. Requirements for designating and monitoring restricted areas
	0.5
	2.08
	
	1
	
	
	
	
	1

	20. Controlling access to the ship and to restricted areas on board ship
	1.0
	4.17
	
	1
	
	
	
	
	1

	21. Methods for effective monitoring of deck areas and areas surrounding the ship
	1.5
	6.25
	
	
	1
	
	
	
	1

	22. Security aspects relating to the handling of cargo and ship’s stores with other shipboard personnel and relevant port facility security officers
	0.5
	2.08
	
	1
	
	
	
	
	1

	23. Methods for controlling the embarkation, disembarkation and access while on board of persons and their effects
	2.0
	8.33
	
	
	1
	
	
	
	1

	24. Types of security equipment and systems and their limitations  
	0.5
	2.08
	
	1
	
	
	
	
	1

	25. Procedures, instructions and guidance on the use of ship security alert systems
	0.5
	2.08
	
	1
	
	
	
	
	1

	26. Testing, calibrating and maintaining security systems and equipment
	1.0
	4.17
	
	
1

	
	
	
	
	1

	27. Training, drill and exercise requirements under relevant conventions, codes and IMO circulars
	1.0
	4.17
	
	1
	
	
	
	
	1

	28. Methods for enhancing security awareness and vigilance on board
	0.5
	2.08
	
	1
	
	
	
	
	1

	29. Methods for assessing the effectiveness of drills and exercises
	0.5
	2.08
	
	
	
	
	
	
	-

	Total
	24.0
	100%
	
	17
	8
	
	
	
	25


Note: The MTI has the prerogative to determine the total number of test items.

Assessment Plan
	Topics
	Written Assessment 
	Practical Assessment

	
	No. of Test Items
	Assess-

ment Method
	Assess-

ment Period
	Grading 

Scheme
	Assessment Task
	Grading 

Scheme

	
	
	
	
	
	(1)

Conduct internal audits, on-scene inspections, controlling and monitoring of security activities
	(2)

Prepare and 

submit report arising from the deficiencies and non-conformities based on internal audits and security inspections
	(3)

Respond to security threats or breaches of security
	Performance of required tasks based on
Assessment Criteria using a Checklist



	Course Introduction
	-
	Multiple Choice Questions
	Administered at the end of training period
	Obtain at least 75% mark from written test


	Assessment Criteria
	

	1. 
	
	
	
	
	Conducted internal audits, on-scene inspections, controlling and monitoring of security activities in accordance with the procedures in the ship security plan


	Prepared and submitted report arising from the deficiencies and non-conformities based on prescribed format 


	Actions undertaken appropriate to the security threats or breaches of security identified based on SSP
	

	1. Maritime security terms and definitions


	1
	
	
	
	
	
	
	

	2. International maritime security policy and responsibilities of governments, companies and designated persons
	-
	
	
	
	
	
	
	

	3. Ship Security Plan
	1
	
	
	
	
	
	
	

	4. Procedure in implementing a ship security plan and reporting of security incidents
	1
	
	
	
	
	
	
	

	5. Methods and procedures to modify the ship security plan
	1
	
	
	
	
	
	
	

	6. Maritime security levels
	1
	
	
	
	
	
	
	


	STCW Code: 
	Mandatory minimum requirements for the issue of certificates of proficiency for ship security officers Section A-V/1-1
	Table A:  

	Approved Training Program
	Ship Security Officer
	Instructor:
	Date Prepared:

	Resources Needed
	See equipment and facilities in Part A
	Assessor:
	Approved by:


	Topics
	Written Assessment 
	Practical Assessment

	
	No. of Test Items
	Assessment Method
	Assessment Period
	Grading 

Scheme
	Assessment Task
	Grading 

Scheme

	
	
	
	
	
	(4)

Conduct risk assessment

Prepare risk assessment report
	(5)

Conduct physical searches and non-intrusive inspections
	(6)

Manage and control crowd using crowd management control techniques, in a given situation
	Performance of required tasks based on
Assessment Criteria using a Checklist



	7. Requirements and procedures for conducting internal audits, on-scene inspections, control and monitoring of security activities
	1
	Multiple Choice Questions
	Administered at the end of training period
	Obtain at least 75% mark from written test


	Assessment Criteria
	

	8. 
	
	
	
	
	· Checklist on assessment properly filled-out 

· Assessment report prepared with relevant information
	Applied prescribed method in conducting physical searches and non-intrusive inspections


	Applied crowd management control techniques  
	

	9. Requirements and procedures for reporting to company security officer
	1
	
	
	
	
	
	
	

	10. Security-related contingency plans and the procedures for responding to security threats or breaches of security
	2
	
	
	
	
	
	
	

	11. Risk assessment and assessment tools
	1
	
	
	
	
	
	
	

	12. Security assessment documentation
	1
	
	
	
	
	
	
	

	13. Techniques used to circumvent security measures
	1
	
	
	
	
	
	
	

	14. Recognition of persons posing potential security risks
	1
	
	
	
	
	
	
	


	STCW Code: 
	Mandatory minimum requirements for the issue of certificates of proficiency for ship security officers Section A-V/1-1
	Table A:  

	Approved Training Program
	Ship Security Officer
	Instructor:
	Date Prepared:

	Resources Needed
	See equipment and facilities in Part A
	Assessor:
	Approved by:


	Topics
	Written Assessment 
	Practical Assessment

	
	No. of Test Items
	Assess-

ment Method
	Assess-

ment Period
	Grading 

Scheme
	Assessment Task
	Grading 

Scheme

	
	
	
	
	
	(7)

Carry out monitoring of deck areas and areas surrounding the ship
	(8)

Carry out inspection person’s embarkation and disembarkation including their personal effects
	Performance of required tasks based on
Assessment Criteria using a Checklist



	15. Implementing and coordinating searches
	1
	Multiple Choice Questions
	Administered at the end of training period
	Obtain at least 75% mark from written test


	Assessment Criteria
	

	16. 
	
	
	
	
	Carried out monitoring of deck areas and areas surrounding the ship in accordance with the standard procedures
	Carried out inspections of person’s embarkation and disembarkation including their personal effects in accordance with the standard procedures


	

	17. Methods for physical searches and non-intrusive inspections
	1
	
	
	
	
	
	

	18. Recognition of weapons, dangerous substances and devices and awareness of the damage they can cause
	1
	
	
	
	
	
	

	19. International maritime security policy and responsibilities of governments, companies and designated persons
	1
	
	
	
	
	
	

	20. Sensitive security-related information and security-related communications
	1
	
	
	
	
	
	

	21. Requirements for designating and monitoring restricted areas
	1
	
	
	
	
	
	


	STCW Code: 
	Mandatory minimum requirements for the issue of certificates of proficiency for ship security officers Section A-V/1-1
	Table A:  

	Approved Training Program
	Ship Security Officer
	Instructor:
	Date Prepared:

	Resources Needed
	See equipment and facilities in Part A
	Assessor:
	Approved by:


	Topics
	Written Assessment 
	Practical Assessment

	
	No. of Test Items
	Assessment Method
	Assessment Period
	Grading 

Scheme
	
	Grading 

Scheme

	
	
	
	
	
	
	Performance of required tasks based on
Assessment Criteria using a Checklist



	22. Controlling access to the ship and to restricted areas on board ship
	1
	Multiple Choice Questions
	Administered at the end of training period
	Obtain at least 75% mark from written test


	
	

	23. Methods for effective monitoring of deck areas and areas surrounding the ship
	2
	
	
	
	
	

	24. Security aspects relating to the handling of cargo and ship’s stores with other shipboard personnel and relevant port facility security officers
	1
	
	
	
	
	

	25. Methods for controlling the embarkation, disembarkation and access while on board of persons and their effects
	1
	
	
	
	
	

	26. Types of security equipment and systems and their limitations  
	1
	
	
	
	
	

	27. Procedures, instructions and guidance on the use of ship security alert systems
	1
	
	
	
	
	


	STCW Code: 
	Mandatory minimum requirements for the issue of certificates of proficiency for ship security officers Section A-V/1-1
	Table A:  

	Approved Training Program
	Ship Security Officer
	Instructor:
	Date Prepared:

	Resources Needed
	See equipment and facilities in Part A
	Assessor:
	Approved by:


	Topics
	Written Assessment 
	Practical Assessment

	
	No. of Test Items
	Assessment Method
	Assessment Period
	Grading 

Scheme
	
	Grading 

Scheme

	
	
	
	
	
	
	Performance of required tasks based on
Assessment Criteria using a Checklist



	28. Testing, calibrating and maintaining security systems and equipment
	1
	Multiple Choice Questions
	Administered at the end of training period
	Obtain at least 75% mark from written test


	
	

	29. Training, drill and exercise requirements under relevant conventions, codes and IMO circulars
	1
	
	
	
	
	

	30. Methods for enhancing security awareness and vigilance on board
	1
	
	
	
	
	

	31. Methods for assessing the effectiveness of drills and exercises
	1
	
	
	
	
	

	Total
	25
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