SHIP SECURITY OFFICER		PART C:  COURSE SYLLABUS
Part C


Course Syllabus

MTI shall ensure that all trainees shall be given sufficient time to learn, understand and perform the practical training component of this course. It is understood that the number of hours for demonstration/practical work specified in the table below is indicative. Training hours shall be extended depending on trainees’ successful acquisition of the required skills. All the outcomes are understood to be prefixed by the words, “At the end of the lesson, the trainees must be able to…”

	Topics / Learning Outcomes
	Reference/
Bibliography
	Teaching Aid

	Course Introduction
.1 Explain the requirements in Regulation 
    VI/5 and Section A-VI/5;
.2 Explain the expected training outcomes
	R1, R4
	A1

	1. Maritime security terms and definitions
.1 explain the following terms:
· Company Security Officer
· Declaration of Security
· Designated Authority
· Piracy and armed robbery terms
· Port Facility
· Port Facility Security Officer
· Recognized Security Organization
· Security incident 
· Security Levels
· Ship Security Officer 
· Ship Security Plan
· Ship to ship activity 
· Ship/ Port Interface 
	R1, R4
	A1, A2, A5

	2. International maritime security policy and responsibilities of Governments, companies and designated persons
.1 identify the international maritime security policies and guidelines 
.2 explain the provisions in international maritime security policies and guidelines
.3 explain the responsibilities of the government, companies and designated persons based on international maritime security policies and guidelines
	R1, R3, R4, B6
	A1








	3. Ship Security Plan 
.1 explain the purpose of a ship security plan 
.2 explain the required elements of the ship security plan, including those that relate to the prevention and suppression of piracy and armed robbery
.3 Cite circumstances under which certain sections of the ship security plan may be shown to Port State Control Authorities
	R1, R4, B1, B2
	A1, A2, A3, A4, A5

	4. Procedure in implementing a ship security plan and reporting of security incidents
.1 explain procedures to be employed in implementing the ship security plan
.2 explain the requirements in coordinating the implementation of the ship security plan to the company security officer and the port facility security officer
.3 explain the effects to security measures of shipboard personnel who may remain on board for long periods.
	R1, R4, B1, B2, B6
	A1, A2, A3, A4, A5

	5. Methods and procedures used to modify the ship security plan
.1 explain mechanisms for ensuring the continuing effectiveness of the ship security plan 
.2 explain the procedures for modifying and implementing any changes in the ship security plan
.3 explain requirements in implementing modifications of the Ship Security Plan
	R1, R4, B1, B2, B6
	A1, A2, A3, A4, A5

	6. Maritime security levels 
.1 explain the three (3) security levels and the actions required for each level
.2 explain recommended actions on board and in port facility environment in response to attacks and attempted attacks by pirates and armed robbers
	R1, R4, B1, B2 
	A1, A2, A3, A4, A5

	7. Requirements and procedures for conducting internal audits, on-scene inspections, control and monitoring of security activities 
.1 explain the requirements in conducting internal audits, on-scene inspections, control and monitoring of security activities in accordance with the ship security plan 
.2 explain the procedures in conducting internal audits, on-scene inspections, control and monitoring of security activities in accordance with the ship security plan 
.3 conduct internal audits, on-scene inspections, controlling and monitoring of security activities in accordance with the Ship Security Plan 
	R1, R4
	A1









A6.1

	8. Requirements and procedures for reporting to company security officer
.1 explain the requirements and procedures for reporting non-conformities and deficiencies identified during internal audits, on scene inspections, periodic review, and security inspections
.2 prepare and submit report arising from the deficiencies and non-conformities based on internal audits and security inspections
	R1, R4, B1, B2, B6
	A1, A2, A5, 





A6.2

	9. Security-related contingency plans and the procedures for responding to security threats or breaches of security
.1 explain actions to be taken in case of breach of security based on the security-related contingency plan
.2 respond to security threats or breaches of security
	R1, R4, B1, B2, B6
	A1, A2, A4,



A6.3

	10.  Risk assessment and assessment   tools
.1 explain the basic principles and procedures of risk assessment 
.2 explain the information required in conducting risk assessment as contained in the checklist  
.3 conduct risk assessment using the checklist
.4 prepare risk assessment report
	R1, R4
	A1, 



A6.4

	11.  Security assessment documentation
.1 explain the proper form and practice for recording day-to-day security assessment results
.2 explain the purpose and content of declaration of security 
.3 explain the process in completing the information contained in the Declaration of Security 
	R1, R4
	A1

	12. Techniques used to circumvent security measures
.1 explain techniques used by pirates and armed robbers to circumvent security measures
.2 explain the methods used by pirates and armed robbers to undertake attacks against ships
	R1, R4, B1, B2, B6
	A1

	13. Recognition of persons posing potential security risks
.1 explain the general characteristics and behavioral patterns of persons who are likely to threaten security on a non-discriminatory basis
	R1, R4, B1, B2, B6
	A1

	14. Implementing and coordinating searches
.1 explain the importance of planning for implementing and coordinating searches 
.2 explain the procedures to be followed for an efficient search
.3 identify various places of concealment on board ship
	R1, R4, B1, B2 
	A1

	15. Methods for physical searches and non-intrusive inspections
.1 explain the methods and devices used in conducting physical searches and non-intrusive inspections
.2 conduct physical searches and non-intrusive inspections
	B5, B13
	A1, A4, A5, 



A6.5 

	16. Recognition of weapons, dangerous substances and devices and awareness of the damage they can cause
.1 explain the methods of recognizing presence of weapons, dangerous substances and devices  
.2 explain the hazards of the presence of weapons, dangerous substances and devices
	R1, R4
	A1

	17. Crowd management and control techniques
.1 explain the common reactions of crowd in a crisis situation
.2 explain the importance of clear communication with crew and passengers during emergency
.3 explain different crowd management control techniques
.4 manage and control crowd using crowd management control techniques, in a given situation
	R1, R4, B4
	A1, 






A6.6

	18. Sensitive security-related information and security-related communications
.1 identify security-related sensitive information and security-related communications on board
.2 explain the manner of handling such information and the importance of maintaining its confidentiality 
	R1, R4, B1, B2, B8
	A1, A2

	19. Requirements for designating and monitoring restricted areas
.1 identify the commonly designated restricted areas on board ships
.2 explain the requirements in designating restricted areas
.3 explain the requirements in monitoring restricted areas
	R1, R4, B1, B2, B8
	A1, A2

	20. Controlling access to the ship and to restricted areas on board ship
.1 explain the methods and identification system to control access to the ship and its restricted areas
	R1, R4, B1, B2, B8
	A1, A2

	21. Methods for effective monitoring of deck areas and areas surrounding the ship
.1 explain the methods for effective monitoring of deck areas and areas surrounding the ship 
.2 carry out monitoring of deck areas and areas surrounding the ship 
	R1, R4, B1, B2, B7, B8
	A1, A2, A4, A6.7

	22. Security aspects relating to the handling of cargo and ship’s stores with other shipboard personnel and relevant port facility security officers
.1 explain the security aspects of handling cargoes and ship’s stores with other shipboard personnel and relevant port facility security officers 
.2 explain the methods in inspecting cargo and ship’s stores
	R1, R4, B1, B2, B7, B8



	A1, A2, A4

	23. Methods for controlling the embarkation, disembarkation and access while on board of persons and their effects
.1 explain the methods of controlling the embarkation, disembarkation and access of persons and their effects while on board
.2 carry out inspection of person’s embarkation and disembarkation including their personal effects
	R1, R4, B1, B2, B8
	A1, A2, 




A6.8

	24. Types of security equipment and systems and their limitations
.1 identify the various types of security equipment and systems used on board
.2 explain the limitation of security equipment and systems 
	R1, R4, B1, B2
	A1, A2

	25. Procedures, instructions and guidance on the use of ship security alert systems (SSAS)
.1 explain the operation and function of ship security alert system
.2 explain the procedures, instructions and guidance on the use of ship security alert systems
	R1, R3, R4
	A1, A2, A3

	26. Testing, calibrating and maintaining security systems and equipment
.1 explain the procedures in testing, calibrating and maintaining security systems and equipment based on instruction manual
	R1, R4
	A1

	27. Training, drill and exercise requirements under relevant IMO circulars
.1 explain the importance of training, drills and exercises 
.2 explain the requirements in conducting drills and exercises under relevant conventions, codes and IMO circulars, including those relating to prevention and suppression of piracy and armed robbery against ships
.3 Explain the responsibility of the SSO during drills and exercises
	R1, R4, B1, B2, B5, B8
	A1, A2, A3

	28. Methods for enhancing security awareness and vigilance on board
.1 explain the methods on enhancing security awareness and vigilance on board based on IMO circulars, industry guidelines and company policy 
	R1, R4
	A1

	29. Methods for assessing the effectiveness of drills and exercises
.1 explain the importance of assessing the effectiveness of drills and exercises
.2 explain the methods in assessing the effectiveness of drills and exercises
	R1, R4, B1, B2, B5, B8
	A1,
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